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Why Are You Being Asked to Take 

This Training?

ÂYou work in a position that involves work with 

protected health information (PHI)

ÂThe HIPAA Privacy Rule requires covered 

entities to train their workforce on the HIPAA 

policies and those specific HIPAA-required 

procedures that may affect the work you do 

ÂAll DSP employees need to safeguard 

confidential information
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Published Horrors
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Here is why the Privacy Rule is important as you 

can see by some examples provided of recent 

improper disclosures:

ƴ In the biggest loss ever of personal information 

compiled by state government, a computer disk 

containing data on 2.9 million Georgians was lost in 

shipping. State officials, who blame Dallas-based 

Affiliated Computer Services for the lost CD, said it 

contained names, Social Security numbers, birth dates 

and addresses of people on Medicaid, but no medical 

information. (04/07)



Published Horrors
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Â Data of all American veterans who were discharged 

since 1975 including names, Social Security 

numbers, dates of birth and in many cases phone 

numbers and addresses, were stolen from a VA 

employee's home. Theft of the laptop and computer 

storage device included data of 26.5 million 

veterans. (5/06)



Commitment to Privacy

ÂPreserve the privacy of all clients 

and employees

ÂGuard the confidentiality of health and 

confidential information

ÂMaintain the integrity of all 

recorded information

ÂEnsure reasonable safeguards of all 

electronic information
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What is HIPAA? (Health Insurance 

Portability and Accountability Act 1996)

ÂProtects the privacy and security of a clientôs 

health information

Â The HIPAA Privacy Rule is the first enforceable, 

federally-mandated, comprehensive set of privacy 

rights and responsibilities

Â The Rule demands that healthcare providers and 

organizations (health plans) paying for healthcare have 

policies and processes which apply reasonable 

safeguards to health information

Â Provides for electronic and physical security of a 

patientôs health information
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What is HIPAA? (Health Insurance 

Portability and Accountability Act 1996)

Â Prevents health care fraud and abuse

ÂGuarantees health coverage when job changes

Â Administrative Simplification

ÂEstablishes national standards for:

Â Electronic (EDI) transactions

Â Security and privacy of health care information

Â Identifiers such as provider, payer and employer 

improved efficiency of processing health care 

information
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HIPAA vs. 

State Confidentiality Policy

Wisconsin has strong laws and regulations 

protecting citizensô health information. The 

HIPAA Privacy Rule applies in addition to 

state laws and policies that may provide more 

privacy. HIPAA is intended to establish 

ñminimum standardsò of privacy protection.  If 

state law, regulation, or agency policies are 

more stringent than HIPAA, the more 

stringent safeguards prevail.
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Privacy & Wisconsin Laws

ÂWisconsinôs confidentiality laws:

Â Are similar to HIPAA in several ways

Â Will preempt or override HIPAA if Wisconsin laws are 

more stringent (i.e., give clients more rights 

or protections)

Â HIPAA provides a floor but not a ceiling ð more 

stringent state laws still apply

ÂWisconsinôs ñidentity theftò laws (Wis. Stat. 134.98):

Â Require that individuals be notified if security of their 

confidential information has been breached
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Wisconsin Confidentiality Laws 

for Health Information

Statute Summary

146.82, Wis. 

Stat.

Covers general medical health care information

51.30, Wis. 

Stat.

Covers health care information relating to mental 

health, AODA, and developmentally disabled

252.15, Wis. 

Stat.

Covers health care information relating to HIV 

testing

HFS 92 Adm. 

Code

Covers confidentiality of mental health treatment 

records
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What does Wis. Stat. 146.82 Cover?

ÂProtects the confidentiality of patient health care 

records and provides:
Â Requirements for informed consent to release information 

from patient health care records

Â Exceptions that permit release of information without written 

informed consent
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What does Wis. Stat. 51.30 Cover?

Â Protects the confidentiality of all records that are 

created in the course of providing services to 

individuals for mental health services, developmental 

disabilities, alcoholism or drug dependence and 

provides:

Â Requirements for informed consent to release 

information from treatment records

Â Exceptions that permit release of information without 

written informed consent

Â Requirements for access by the clients, parents, 

guardians, and etc.

Â Processes and penalties for violations of the law
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What Does Wis. Stat. 252.15 Cover?

ÂRestricts use of test results for HIV

ÂWritten consent is needed to disclose a 

personôs test results

Revised October 2008 Based on DHS Privacy Training



2008 State Confidentiality Law 

Changes ïWis. Stat. 51.30

Â Changes effective October 1, 2008

1. Additions to the listing of elements to be exchanged 

without the patientôs consent was expanded to 

include ñdiagnosticsò and ñsymptomsò

2. Removal of the ñwithin a related health care entityò (s. 

51.30(4)(b)8G) so that health care information can be 

shared with any provider who is involved in the 

patient's care and needs the information to treat the 

patient
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2008 State Confidentiality Law 

Changes ïWis. Stat. 146 

Â Changes effective April 1, 2008

1. Eliminates the requirement to document all 

disclosures.  Health care providers will still be 

required to document disclosures as required 

by HIPAA. 

2. Allows general health information to be exchanged 

with any health care provider who is involved with the 

patientôs care.  In the past, Chapter 146 of Wisconsin 

law prohibited health care providers who received 

general patient health care information from 

providers outside their institution from disclosing the 

same information to a subsequent provider. 
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2008 State Confidentiality Law 

Changes ïWis. Stat. 146 (continued)

3. Allow health care providers to disclose health 

information to a patientôs family, friend or 

another person identified by the patient and 

is involved in the patientôs care:
Á If the patient provides informal permission to do so

Á If the patient is not able to grant informal 

permission, a health care provider is permitted to 

use his or her professional judgment to determine 

whether disclosing the information is in the best 

interests of the patient and the patient would 

otherwise allow such a disclosure
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Why Comply with HIPAA & State 

Confidentiality Laws?

ÂItôs the law!

ÂPublic expectations that weôll maintain 

confidentiality of information

Â Imposes severe penalties 

for non-compliance

Â Potential withholding of federal Medicaid 

and Medicare funds

Â Possible litigation

Â Public relations and business risk issues
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Terms You Should Know

Â To understand HIPAA, there are some important 
terms you must know

Â They are:

ÂCovered Entity

ÂHybrid Entity

ÂHealth Care Component

ÂProtected Health Information

Â Individually Identifiable
Information
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Covered Entity

Â HIPAA regulations directly cover three basic groups 

of individual or corporate entities:

1. Health Care Provider means a provider of medical 

or health services, and entities who furnishes, bills, or 

is paid for health care in the normal course 

of business

2. Health Plan means any individual or group that 

provides or pays for the cost of medical care, 

including employee benefit plans

3. Healthcare Clearinghouse means an entity that 

either processes or facilitates the processing of 

health information
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Covered Entity (Continued)

ÂA covered entity uses Protected Health 
Information (PHI) in the course of providing 
services to clients

ÂCovered entities must ensure PHI is securely 
protected from disclosure

ÂCovered entities that use PHI for electronic 
billing purposes are subject to HIPAA 
transaction reporting requirements

ÂCovered entities are subject to HIPAA privacy 
requirements regardless of billing practices
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Hybrid Entity

ÂA Hybrid Entity has business activities that  

include both non-covered and covered 

functions 

ÂDSP is a hybrid entity and responsible for 

ensuring that health care components comply 

with  HIPAA rules

ÂThe HIPAA privacy requirements apply to all 

staff with access to PHI
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Health Care Component

ÂA health care component is a component of a 

covered entity that performs functions 

covered by HIPAA

ÂBMCW and Adoption Program use client 

health care information and are covered 

functions (health care components)

ÂHealth information in eWiSACWIS and paper 

files must be protected
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DSP Responsibilities as a 

Hybrid Entity

ÂIdentify its covered health care components

ÂIdentify components that act as a business 

associate to covered health care components

ÂErect firewalls between covered and non-

covered components

ÂEnsure compliance with HIPAA by covered 

components
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What is Protected Health 

Information (ñPHIò)?
1. Name

2. Address (geographic subdivisions 
smaller than a State)

Â Street address

Â City

Â County 

Â Zip code/equivalent geocodes

3. E-mail address

4. Dates (except years)

Â Birth date

Â Admission/discharge dates

5. Telephone numbers 

6. Fax numbers

7. Social security number

8. Medical record number
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9. Health plan beneficiary number

10. Account number

11. Certificate/license numbers

12. Vehicle identifiers and serial 
numbers, including license plate 
numbers

13. Device identifiers and serial 
numbers

14. URLs

15. IP Addresses

16. Biometric identifiers

17. Full face photographic images

18. Any other unique identifier or codes

Note:  These are the data 
elements that need to be 
removed in order for the data to 
be considered de-identified.



Individually Identifiable 

Health Information
Â Any information, including demographic information 

collected from an individual, that:

Â a) Is created or received by a health care provider, 
health plan, employer, or service provider; and

Â b) Relates to the past, present, or future physical or 
mental health or condition of an individual, the 
provision of health care to an individual, or the past, 
present, or future payment of the provision of health 
care to an individual, and;

Â (i) Identifies the individual, or

Â (ii) With respect to which there is a 
reasonable basis to believe that the 
information can be used to identify 
the individualRevised October 2008 Based on DHS Privacy Training



Objectives of HIPAA Privacy Rule

ÂGive individuals more control over their 
health information

ÂSet boundaries on the use and disclosure of 
their health information

ÂEstablish appropriate safeguards for all 
people who participate or are involved with 
the provision of health care to ensure they 
honor individualsô rights to privacy of their PHI

ÂHold violators accountable through civil and 
criminal penalties
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When is PHI Covered?

Â Let me count the waysé
Â When you use it

Â When you disclose it

Â When you store it

Â When you see it on your computer

Â When it is lying on your desk

Â When you share it with another health care provider

Â When you share it with a contracted service provider

Â When you are talking about it face to face

Â When you are talking about it over the phone

Revised October 2008 Based on DHS Privacy Training



What is Not Covered?

ÂDe-identified health information

Â Information that is de-identified is no longer 

considered to be protected health information, and 

is thus exempt from the other provisions of the 

HIPAA privacy regulation
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What is Not Covered? (Continued)

Â Means of de-identifying:

1. Removal of certain identifiers (18 elements) -

removal of the 18 elements doesnôt mean the 

data is considered de-identified.  There also 

must be no reasonable basis that the individual 

may no longer be identified. 

2. Otherwise eliminating, concealing, or 

completely redacting
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Minimum Necessary Standard

ÂWho has access to PHI and the ñneed-to-
knowò principle:
ÂA covered entity must make reasonable efforts to 

limit the use or disclosure of, and requests for PHI 
to a minimum amount necessary to accomplish 
the intended purpose
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Minimum Necessary Standard 
(Continued)

ÂDoes not apply if disclosure is needed:
Â For treatment (except for s. 51.30 treatment 

record information)

ÂPursuant to a clientôs authorization

ÂDisclosed to client (clientôs own information)

ÂHealth oversight activities

Â To HHS Secretary (federal)

ÂAs required by law
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Minimum Necessary Standard 
(Continued)

Â When using, disclosing, or requesting

Protected Health Information, make 

reasonable efforts to limit PHI to  

ñminimum necessaryò to accomplish the 

purpose

Â Do not disclose more than is necessary

Â Only share on a ñneed to knowò basis, 

even within the Department

Â Can you de-identify the information and 

still accomplish the purpose?

Â Never send the entire medical record 

unless absolutely necessary
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Uses & Disclosures
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Basic Rule
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ÂA Covered Entity may not use or 
disclose PHI in any form except as 
authorized by patient or as 
permitted by the regulations

ÂPrior to HIPAA Rule:  State law 
generally governed the 
confidentiality of 
medical information

ÂPreemption:  HIPAA preempts 
state confidentiality laws unless 
state laws are stricter



Use vs. Disclosure

ÂUse ïthe sharing, employment, application, 

utilization, examination, or analysis of 

Protected Health Information (PHI) within the 

covered health care component that maintains 

the PHI

ÂDisclosure ïthe release, transfer, provision of 

access to, or divulging in any other manner of 

PHI outside the covered health care 

component holding the information
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